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ABSTRACT
Current technologies and security advances havee mad
networks systems and applications very popularveddly
used. The pervasive and practical aspects of wssele
Mobile Ad Hoc Networks (MANET) made them very
popular as well. this created the need for securing
MANET’s to provide users with authentic communioas,
Secure, and robust information exchange and efficie
security mechanisms .however , many of the security
solutions devised for regular networks are not fisient
nor as effective on MANET’s. This paper investigatee
security issues of MANET's as well as survey some
available techniques to secure it.
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I INTRODUCTION

With recent performance advancements in computer
and wireless communications technologies, advanced
mobile wireless computing is expected to see
increasingly widespread use and application, mdch o
which will involve the use of the Internet Protocol
(IP) suite. The vision of mobile ad hoc networkisg

to support robust and efficient operation in mobile
wireless networks by incorporating routing
functionality into mobile nodes.

Such networks are envisioned to have dynamic,
sometimes rapidly-changing, random, multihop
topologies which are likely composed of relatively
bandwidth constrained wireless links.

A.) Challengesin Ad hoc

The technology of Mobile Ad hoc Networking is
somewhat synonymous with Mobile Packet Radio
Networking (a term coined via during early military
research in the 70's and 80's), Mobile Mesh
Networking (a term that appeared in an article lire T
Economist regarding the structure of future militar
networks) and Mobile, Multihop, Wireless
Networking (perhaps the most accurate term,

although a bit cumbersome). There is current and
future need for dynamic ad hoc networking
technology. The emerging field of mobile and
nomadic computing, with its current emphasis on
mobile IP operation, should gradually broaden and
require highly-adaptive mobile networking
technology to effectively manage multihop, ad hoc
network clusters which can operate autonomously or,
more than likely, be attached at some point(sheo t
fixed Internet. MANET can be established extremely
flexibly without any fixed base station in battklfis,
military applications, and other emergency and
disaster situation. Some applications of MANET
technology could include industrial and commercial
applications involving cooperative mobile data
exchange.
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Figure 1 Example Applications of manets

In addition, mesh-based mobile networks can be
operated as robust, inexpensive alternatives or
enhancements to cell-based mobile network
infrastructures. There are also existing and future
military networking requirements for robust, IP-
compliant data services within mobile wireless
communication networks many of these networks
consist of highly-dynamic autonomous topology
segments.

Also, the developing technologies of "wearable"
computing and communications may provide
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applications for MANET technology. When properly

combined with satellite-based information delivery,

MANET technology can provide an extremely

flexible method for establishing communications for
fire/safety/rescue operations or other scenarios
requiring rapidly-deployable communications

IJCSNS International Journal of Computer Science
and Network Security, VOL.9 No0.8, August 2009

242 with survivable, efficient dynamic networking.

There are likely other applications for MANET

technology which

are not presently realized or envisioned by the
authors. It is, simply put, improved IP-based

networking technology for dynamic, autonomous
wireless networks.

B.) Characteristicsof MANETS

A MANET consists of mobile platforms (e.g., a
router with multiple hosts and wireless
communications devices)--herein simply referred to
as "nodes"--which are free to move about arbitraril
The nodes may be located in or on airplanes, ships,
trucks, cars, perhaps even on people or very small
devices, and there may be multiple hosts per router
A MANET is an autonomous system of mobile
nodes. The system may operate in isolation, or may
have gateways to and interface with a fixed network
In the latter operational mode, it is typically
envisioned to operate as a "stub" network conngctin
to a fixed internet work. Stub networks carry tiaff
originating at and/or destined for internal nodast

do not permit exogenous traffic to "transit" thrbug
the stub network.

MANET nodes are equipped with wireless
transmitters and receivers using antennas which may
be omni directional (broadcast), highly- directibna
(point-to-point), possibly steer able, or some
combination thereof. At a given point in time,

depending on the nodes' positions and their
transmitter and receiver coverage patterns,
transmission power levels and co-channel

interference levels, a wireless connectivity in the
form of a random, multihop graph or "ad hoc"
network exists between the nodes. This ad hoc
topology may change with time as the nodes move or
adjust their transmission and reception parameters.

MANETSs have several salient characteristics:

1) Dynamic topologies: Nodes are free to move
arbitrarily; thus, the network topology--which is
typically multihop--may change randomly and
rapidly at

unpredictable times, and may consist of both
bidirectional and unidirectional links.

2) Bandwidth-constrained, variable capacity links:
Wireless links will continue to have significantly
lower capacity than their hardwired counterpants. |
addition, the realized throughput of wireless
communication after accounting for the effects of
multiple access, fading, noise, and interference
conditions etc.--is often much less than a radio's
maximum transmission rate. One effect of the
relatively low to moderate link capacities is that
congestion is typically the norm rather than the
exception, i.e. aggregate application demand will
likely approach or exceed network capacity
frequently. As the mobile network is often simply a
extension of the fixed network infrastructure, niebi
ad hoc users will demand similar services. These
demands will continue to increase as multimedia
computing and collaborative networking applications
rise.

3) Energy-constrained operation: Some or all of the
nodes in a MANET may rely on batteries or other
exhaustible means for their energy. For these nodes
the most important system design criteria for
optimization may be energy conservation.

4) Limited physical security: Mobile wireless
networks are generally more prone to physical
security threats than are fixed- cable nets. The
increased possibility of eavesdropping, spoofimg a
denial-of-service attacks should be carefully
considered. Existing link security techniques are
often applied within wireless networks to reduce
security threats. As a benefit, the decentralizdine

of network control in MANETs provides additional
robustness against the single points of failurenofe
centralized approaches.

C.) Security objectives

The preliminary security goals can be considered as
an extension of the objectives for traditional
Networks. Two mnemonics, ‘CIA’ (Confidentiality,
Integrity, Availability) and ‘Triple A’
(Authentication, Authorization, Accounting) are
generally used as the criteria for a secure network
These attributes must be satisfied, as well as some
other factors like privacy, physical security etast

be considered due to the pervasive nature of
MANET.

Confidentiality- The information must not reach
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others, who are not entitled to receive the
information. Not only data, routing information nus
also remain secure.

Integrity - One shouldn't be able to modify the data
during transit. Both malicious attacks and benign
failure, such as radio propagation impairment could
cause information corruption.

Availability - The network can still operate when

faced with a DoS attack. These types of attacks can
be launched at any layer of the network causing
physical jamming, disconnection, and malfunction of

key management service and routing protocol.

Authentication- The receiver should be able to
identify the sender correctly. No other person can
disguise as the sender.

Non-repudiation The sender can't falsely deny
later that he has sent a message. This is useful fo
detection and isolation of compromised nodes.
Access control Information is being handled by
authorized nodes.

Authorization- Rules and regulations that define
restriction of responsibilities of network and
individual nodes.

In addition to this, Trustworthiness can be consde
as another dimension that deals with privacy,
correctness, reliability, and fault-tolerance.

I VULNERABILITIESOF THE
MOBILE AD HOC NETWORKS

Because mobile ad hoc networks have far more
vulnerabilities than the traditional wired netwagrks
security is much more difficult to maintain in the
mobile ad hoc network than in the wired network. In
this section, we discuss the various vulnerabditie
that exist in the mobile ad hoc networks.

A.) Lack of Secure Boundaries
The meaning of this vulnerability is self-evident:
there is not such a clear secuseundaryin the
mobile ad hoc network, which can be compared with
the clear line of defense in the traditional wired
network. This vulnerability originates from the net
of the mobile ad hoc network: freedom to join, keav
and move inside the network.
In the wired network, adversaries must get physical
access to the network medium, or even pass through

several lines of defense such as firewall and gayew
before they can perform malicious behavior to the
targets [6]. However, in the mobile ad hoc network,
there is no need for an adversary to gain the physi
access to visit the network: once the adversaiwg is
the radio range of any other nodes in the mobile ad
hoc network, it can communicate with those nodes in
its radio range and thus join the network
automatically. As a result, the mobile ad hoc nekwo
does not provide the so-called secure boundary to
protect the network from some potentially dangerous
network accesses.

Lack of secure boundaries makes the mobile ad hoc
network susceptible to the attacks. The mobile@d h
network suffers from all-weather attacks, which can
come from any node that is in the radio range gf an
node in the network, at any time, and target to any
other node(s) in the network. To make matters worse
there are various link attacks that can jeoparttize
mobile ad hoc network, which make it even harder
for the nodes in the network to resist the attacke
attacks mainly include passive eavesdropping, activ
interfering, and leakage of secret information,adat
tampering, message replay, message contamination,
and denial of service.

B.) Threats from Compromised nodes Inside the
Networ k

In the previous subsection, we mainly discuss the
vulnerability that there is no clear secure bouiedar

in the mobile ad hoc network, which may cause the
occurrences of various link attacks. These link
attacks place their emphasis on the links betwken t
nodes, and try to perform some malicious behaviors
to make destruction to the links. However, there ar
some

other attacks that aim to gain the control over the
nodes themselves by some unrighteous means and
then use the compromised nodes to execute further
malicious actions. This vulnerability can be viewed
as the threats that come from the compromised nodes
inside the network.

Since mobile nodes are autonomous units that can
join or leave the network with freedom, it is hdod

the nodes themselves to work out some effective
policies to prevent the possible malicious behavior
from all the nodes it communicate with because of
the behavioral diversity of different nodes.
Furthermore, because of the mobility of the ad hoc
network, a

compromised node can frequently change its attack
target and perform malicious behavior to different
node in the network, thus it is very difficult teatk
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the malicious behavior performed by a compromised
node especially in a large scale ad hoc network.
Therefore, threats from compromised nodes inside
the network are far more dangerous than the attacks
from outside the network, and these attacks arehmuc
harder to detect because they come from the
compromised nodes, which behave well before they
are compromised.

A good example of this kind of threats comes from
the potentialByzantine failuresencountered in the
routing protocol for the mobile ad hoc network [4].
We call it a Byzantine failure when a set of nodes
compromised in such a way that the incorrect and
malicious behavior cannot be directly detected
because of the cooperation among these
compromised nodes when they perform malicious
behaviors. The compromised nodes may seemingly
behave well; however, they may actually make use of
the flaws and inconsistencies in the routing protoc
to undetectably destroy the routing fabric of the
network, generate and advertise new routing
information that contains nonexistent link, provide
fake link state information, or even flood othedae
with routing traffic. Because the compromised nodes
cannot be easily recognized, their malicious
behaviors are prone to be ignored by other nodes.
Therefore Byzantine failure is very harmful to the
mobile ad hoc network.rom above we find that the
threats from compromised nodes inside the ad hoc
network should be paid more attention, and mobile
nodes and infrastructure should not easily trust an
node in the network even if it behaves well before
because it might have been compromised.

c) Lack of Centralized Management
Facility

Ad hoc networks do not have a centralized piece of
management machinery such as a name server, which
lead to some vulnerable problems. Now let us dscus
this problem in a more detailed manner.
First of all, the absence of centralized management
machinery makes the detection of attacks a very
difficult problem because it is not easy to monitue
traffic in a highly dynamic and large scale ad hoc
network [7]. It is rather common in the ad hoc
network that benign failures, such as path breakage
transmission impairments and packet dropping,
happen frequently.
Therefore, malicious failures will be more diffictuib
detect, especially when adversaries change their
attack pattern and their attack target in different
periods of time. For each of the victims, becadse i
can only observe the failure that occurs in itstlis

short-time observation cannot produce a convincing
conclusion that the failure is caused by an advgrsa
However, we can easily find from a system point of
view that the adversary has performed such a large
amount of misbehaviors that we can safely conclude
that all of the failures caused by this adversaguid

be malicious failure instead of benign failure,ugb
these failures occur in different nodes at différen
time. From this example we find that lack of
centralized management machinery will cause severe
problems when we try to detect the attacks in the a
hoc network.

Second, lack of centralized management machinery
will impede the trust management for the nodesién t
ad hoc network. In mobile ad hoc network, all the
nodes are required to cooperate in the network
operation, while no security association (SA2) ban
assumed for all

the network nodes. Thus, it is not practical tdfqren

an a priori classification, and as a result, the usual
practice of establishing a line of defense, which
distinguishes nodes as trusted and non trustedptan
be achieved here in the mobile ad hoc network.

Third, some algorithms in the mobile ad hoc network
rely on the cooperative participation of

all nodes and the infrastructure. Because thermis
centralized authority, and decision making in mebil
ad hoc network is sometimes decentralized, the
adversary can make use of this vulnerability and
perform some attacks that can break the cooperative
algorithm.

In one word, the absence of centralized management
machinery will cause vulnerability that can infleen
several aspects of operations in the mobile ad hoc
network.

D.) Restricted Power Supply

As we all know, due to the mobility of nodes in the
ad hoc network, it is common that the nodes inatthe
hoc network will reply on battery as their power
supply method. While nodes in the wired network do
not need to consider the power supply problem
because they can get electric power supply from the
outlets, which generally mean that their power $upp
should be approximately infinite; the nodes in the
mobile ad hoc network need to consider the restfict
battery power, which will cause several problems.
The first problem that may be caused by the restiic
power supply is denial-of-service attacks [4]. ®inc
the adversary knows that the target node is battery
restricted, either it can continuously send adddio
packets to the target and ask it routing those
additional packets,
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or it can induce the target to be trapped in some k

of time-consuming computations. In this way, the
battery power of the target node will be exhausigd
these meaningless tasks, and thus the target nitide w
be out of service to all the benign service request
since it has run out

of power.

Furthermore, a node in the mobile ad hoc network
may behave in a selfish manner when it

finds that there is only limited power supply, ahé
selfishness can cause some problems when there is a
need for this node to cooperate with other nodes to
support some functions in the network. Just tale th
cluster-based intrusion detection technique as an
example [8]. In this technique, there is no neeat th
every node in the ad hoc network is the monitoring
node all the time; instead, @uster of neighboring
MANET nodes can randomly and fairly elect a
monitoring node that will observe the abnormal
behaviors in the network traffic for the entire ster.
However, an important precondition for the success
of this technique is that every node in the cluster
willing to take their responsibility as a monitagin
node and serve for all other nodes in a periodhwd.t
There may be some nodes that behave selfishly and
do not want to cooperate in the monitoring node
election process, which will make the election fail
there are too many selfish nodes. Moreover, we
should not view all of the selfish nodes as maiisio
nodes: some nodes may encounter restricted power
supply problem and thus behave in a selfish manner,
which can be tolerated; however, there can be some
other node who intentionally announces that it runs
out of battery power and therefore do not want to
cooperate with other nodes in some cooperative
operation, but actually this node still has enough
battery power to support the cooperative operation.

a word, selfish behaviors should not be regarded as
malicious behaviors, but we need to know if the
selfishness is really caused by the limited battery
power, or by the intentional non-cooperation.

E.) Scalability

Finally, we need to address the scalability problem
when we discuss the vulnerabilities in the mobide a
hoc network [4]. Unlike the traditional wired netkko

in that its scale is generally predefined whensit i
designed and will not change much during the use,
the scale of the ad hoc network keeps changing all
the time: because of the mobility of the nodeshia t
mobile ad hoc network, you can hardly predict how
many nodes there will be in the network in the fetu
As a result, the protocols and services that apéieap

to the ad hoc network such as routing protocol and

key management service should be compatible to the
continuously changing scale of the ad hoc network,

which may range from decades of nodes to hundreds
of

nodes, or even thousands of nodes. In other words,
these protocols and services need to scale

up and down efficiently.

[l ATTACKS ON AD HOC NETWORK

There are various types of attacks on ad hoc n&twor
which are describing following:

Location DisclosureLocation disclosure is an attack
that targets the privacy requirements of an ad hoc
network. Through the wuse of traffic analysis
techniques [20], or with simpler probing and
monitoring approaches, an attacker is able to gimco
thelocation of a node, or even the structure of the
entire network.

Black Hole In a black hole attack a malicious node
injects false route replies to the route requests i
receives, advertising itself as having the shompest

to a destination[26]. These fake replies can be
fabricated to divert network traffic through the
malicious node for eavesdropping, or simply to
attract all traffic to it in order to perform a dehof
service attack by dropping the received packets.

Replay: An attacker that performs a replay attack
injects into the network routing traffic that hasen
captured previously. This attack usually targets th
freshness of routes, but can also be used to
undermine poorly designed security solutions.

Wormhole The wormhole attack is one of the most
powerful presented here since it involves the
cooperation between two malicious nodes that
participate in the network [53]. One attacker, e.g.
node A, captures routing traffic at one point oé th
network and tunnels them to another point in the
network, to node B, for example, that shares aapeiv
communication link with A. Node B then selectively
injects tunneled traffic back into the network. The
connectivity of the nodes that have establishetesou
over the wormhole

link is completely under the control of the two
colluding attackers. The solution to the wormhole
attack ispacket leashes

Blackmail: This attack is relevant against routing
protocols that use mechanisms for the identificatio
of malicious nodes and propagate messages that try
to blacklist the offender [58]. An attacker may
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fabricate such reporting messages and try to msolat
legitimate nodes from the network. The security
property of non-repudiation can prove to be usgful
such cases since it binds a node to the messages it
generated

Denial of ServiceDenial of service attacks aim at the
complete disruption of the routing function and
therefore the entire operation of the ad hoc ndtwor
[15]. Specific instances of denial of service dtsac
include therouting table overflow andhe sleep
deprivation torture. In a routing table overflow
attack the malicious node floods the network with
bogus route creation packets in order to consume th
resources of the participating nodes and disrugt th
establishment of legitimate routes. The sleep
deprivation torture attack aims at the consumptibn
batteries of a specific node by constantly keejting
engaged in routing decisions.

Routing Table Poisonindrouting protocols maintain
tables that hold information regarding routes o th
network. In poisoning attacks the malicious nodes
generate and send fabricated signaling traffic, or
modify legitimate messages from other nodes, in
order to create false entries in the tables of the
participating nodes [15]. For example, an attacker
send routing updates that do not correspond taahctu
changes in the topology of the ad hoc network.
Routing table poisoning attacks can result in the
selection of non-optimal routes, the creation of
routing loops, bottlenecks, and even portioning
certain parts of the network.

Rushing Attack Rushing attack is that results in
denial-of-service when used agailadit previous on-
demand ad hoc network routing protocols [55]. For
example, DSR, AODV, and secure protocols based
on them, such as Ariadne, ARAN, and SAODV, are
unable to discover routes longer than two hops when
subject to this attack. develofRushing Attack
Prevention (RAR) a generic defense against the
rushing attack for on-demand protocols that can be
applied to any existing on-demand routing protdool
allow that protocol to resist the rushing attack.

Breaking the neighbor relationshipAn intelligent
filter is placed by an intruder on a communication
link between two ISs(Information system) could
modify or change information in the routing updates
or even intercept traffic belonging to any datess®s

Masquerading During the neighbor acquisition
process, a outside intruder could masquerade an

nonexistent or existing IS by attaching itself to
communication link and illegally joining in the
routing protocol domain by compromising
authentication system. The threat of masquerading i
almost the same as that of a compromised IS.

Passive Listening and traffic analysi§he intruder
could passively gather exposed routing information.
Such a attack cannot effect the operation of rgutin
protocol, but it is a breach of user trust to nogtthe
protocol. Thus, sensitive routing information shbul
be protected. However, the confidentiality of user
data is not the responsibility of routing protocol

IV SECURITY SCHMESIMPLEMENTED
INTHE MOBILE AD HOC NETWORKS

There are many different schemes which are used to
secure

the Mobile ad hoc network. Some of these are
discussed below:

A.) Intrusion detection Techniquesin M anet
Intrusion detection is not a new concept in the
network research. Intrusion Detection System (or
IDS) generally
detects unwanted manipulations to systems the
proposed
architecture of the intrusion detection system

Figure 2
In this architecture, every node in the mobile ad h
networks participates in the intrusion detectiom an
response activities by detecting signs of intrusion

behavior locally and independently, which are
performed by the built-in IDS agent. However, the
neighboring nodes can share their investigation
results with each other and cooperate in a broader
range. The cooperation between nodes generally
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happens when a certain node detects an anomaly but Which works with other IDS agents when there are

does not have enough evidence to figure out what
kind of intrusion it belongs to. In this Situatiotie
node that has detected the anomaly requires other
nodes in the communication range to perform
searches to their security logs in order to trauk t
possible traces of the

intruder. The internal structure of an IDS agent is
shown in

following figure

Figure3

In the conceptual model, there are four main
functional

modules:

Local data collection module

This mainly deals with the data gathering issue, in
which the real-time audit data may come from
various resources.

Local detection engine

Which examines the local data collected by thelloca
data

collection module and inspects if there is any
anomaly shown in the data? Because there are always
new attack types emerging as the known attacks
being recognized by the IDS, the detection engine
should not expect to merely perform pattern
recognition between known attack behaviours and the
anomalies that are likely to be some intrusions:
instead of the misuse detection technique thatatann
deal with the novel attack types effectively, the
detection engine should mainly rely on the staadti
anomaly detection techniques, which distinguish
anomalies from normal behaviours based on the
deviation between the current observation data and
the normal profiles of the system.

Cooperative detection engine

some
needs to find more evidences for some suspicious
anomalies detected in some certain nodes? When
there is a need to initiate such cooperated detecti
process, the participants will propagate the imtrus
detection state information of themselves to all of
their neighbouring nodes, and all of the partictpan
can calculate the new intrusion detection state of
them based on all such information they have got
from their neighbours by some selected algorithms
such as a distributed consensus algorithm with
weight. Since we can make such a reasonable
assumption that majority of the nodes in the ad hoc
network should be benign, we can trust the
conclusion drawn by any of the participants that th
network is under attack.

Intrusion response module

This deals with the response to the intrusion witen
has been confirmed. The response can be
reinitializing the communication channel such as
reassigning the key, or reorganizing the networ an
removing all the compromised nodes. The response
to the intrusion behaviour varies with the diffaren
kinds of intrusion

B.) Cluster-based intrusion Detection
technique for Ad hoc networks.

We have discussed cooperative intrusion detection
architecture for the ad hoc networks in the prewiou
part,

which was first presented by Zhang et al. However,
all of the nodes in this framework are supposed to
participate in the cooperative intrusion detection
activities when there is such a necessity, whiclsea
huge power consumption for all the participating
nodes. Due to the limited power supply in the ad ho
network, this framework may cause some nodes
behave in a selfish way and not cooperative with
other nodes so as to save their battery power,hwhic
will actually violate the original intention of thi
cooperative intrusion detection architecture. Tlveso
this problem a cluster-based intrusion detection
technique is used in this technigue A MANET can be
organized into a number of clusters in such a way
that every node is a member of at least one cluste
and there will be only one node per cluster thdk wi
take care of the monitoring issue in a certainqukri
of time, which is generally calledlusterhead. A
cluster is a group of nodes that reside withingame
radio range with each other, which means that vehen
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node is selected as the clusterhead, all of theroth
nodes in this cluster should be within 1-hop vitini

It is necessary to ensure the fairness and effigief

the

cluster selection process. Here fairness contaos t
levels of meanings: the probability of every node i
the cluster to be selected as the clusterhead clheul
equal, and each node should act as the cluster node
for the same amount of time. Efficiency of the
process means that there should be some methods
that can select a node from the cluster periodicall
with high efficiency. The finite state machine bkt
cluster formation protocol is shown in Figure

Cligoe
Computation

Clanter Valid
Anerion

Figure4
Basically there are four states in the cluster from
protocol: initial, clique, done and lost. All the@des
in the network will be in the initial state at firs
which means that they will monitor their own traffi
and detect intrusion behaviors independently. There
are two steps that we need to finish before welget
cluster head of the network: clique computation and
cluster head computation. A clique is defined as a
group of nodes where every pair of members can
communicate via a direct wireless link. The
definition of clique is a little more restrictedath that
of cluster. Once the protocol is finished, evergi@o
is aware of its fellow clique members. Then a node
will be randomly selected from the clique to act as
the cluster head. There are two other protocols tha
assist the cluster doing some validation and regove
issues, which are respectively called Cluster Valid
Assertion Protocol and Cluster Recovery Protocol.
The cluster valid assertion protocol has generally
been used in the following two situations:

1. The node in the cluster will periodically use th
Cluster

Valid Assertion Protocol to check if the connection
between the cluster head and itself is maintained o
not. If not, this node will check to see if it belys to
another cluster, and if it also get negative answer

then the node will enter the LOST state and irgtiat
routing recovery request.

2. Furthermore, there need to be a mandatory re-
election

timeout for the clusterhead to keep the fairnest an
security of the whole cluster. If the timeout exgir

all the nodes switch from DONE state to INITIAL
state and begin a new round of clusterhead election
The Cluster Recovery Protocol is mainly used in the
case that a citizen loses its connection with revi
clusterhead or a clusterhead loses all its citizens
when it enters LOST state and initiates Cluster
Recovery Protocol to re-discover a new clusterhead.

C.) Misbehaviour detection Through cross-
layer analysis

Some smart attackers may simultaneously exploit
several vulnerabilities at multiple layers but kekg
attack to each of the vulnerabilities stay below th
detection threshold so as to escape from capture by
the single-layer misbehavior detector. This type of
cross-layer attack will be far more threateningntha
the single-layer attack in that it can be easilipp&d

by the single-layer misbehaviour detector.
Nevertheless, this attack scenario can be detduted

a crosslayer misbehaviour detector, in which the
inputs from all layers of the network stack are
combined and analyzed by the cross-layer detegtor i
a comprehensive way. First of all it will be an
important problem that how to make the cross-layer
detection more efficient, or in other words, how to
cooperate between single-layer detectors to make
them work well. Because different single-layer
detectors deal with different types of attacksre¢he
can be some different viewpoints to the same attack
scenario when it is observed in different layers.
Therefore it is necessary to figure out the possibl
solution if there are different detection results
generated by different layers. Second, we need to
find out how much the system resource and network
overhead will be increased due to the use of cross-
layer detector compared with the original singlela
detector. Due to the limited battery power of the
nodes in the ad hoc networks, the system and
network overhead brought by the cross-layer
detection should be taken into account and compared
with the performance gain caused by the use oferos
layer detection method.

V CONCLUSION
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The research on MANET security is still in its garl
stage. The existing proposals are typically attack-
oriented in that they first identify several setyri
threats and then enhance the existing protocol or
propose a new protocol to thwart such threats.
Because the solutions are designed explicitly with
certain attack models in mind, they work well ire th
presence of designated attacks but may collapse
under unanticipated attacks. Therefore, a more
ambitious goal for ad hoc network security is to
develop a multi-fence security solution. protection
etc. The Security research area is still open asyma
of the provided solutions are designed keeping a
limited size scenario and limited kind of attackela
vulnerabilities.
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